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1. Teeknileg krofulysing vegna rafraenna
binglysinga

Rafraenar pinglysingar er lykilpattur i stafreenni stjornsyslu. Grundvollur fyrir framkvaemd rafraenna
binglysinga er taekniuppbygging og hvernig gogn eigi ad berast til syslumanna med rafreenum haetti.

Til stadar er reglugerd Evropupingsins og Radsins (ESB) nr. 910/2014, gjarnan nefnd elDAS, sem var
innleidd 7 landsrétt med [6gum nr. 55/2019 um rafraena audkenningu og traustpjonustu fyrir rafraen
vidskipti. Med logunum var akvaeedum reglugerdarinnar veitt lagagildi hér a landi og er markmid laganna ad
tryggja ad orugg rafraen audkenning og sannvottun sé moguleg til adgangs ad nettengdri pjonustu yfir
landamaeri sem adildarriki & EES-svaedinu bjoda einstaklingum og l6gadilum. ba pjona login jafnframt
peim tilgangi ad auka traust i rafreenum vidskiptum med pvi ad kveda a um réttarahrif og krofur til
rafreenna audkenningarleida og traustpjonustu. elDAS reglugerdina ma finna hér:

https:/ /www.althingi.is/lagasafn/pdf/151a/i32014R0910.pdf

Vid vinnslu a rafreenum pinglysingum er blid ad skilgreina taeknilega uppbyggingu sem uppfyllir krofur
fyrrgreindrar reglugerdar og pau viomid ad lausnum sem hdn bodar fyrir rafraeena audkenningu og
undirskriftir. BUio er ad akvarda hvernig undirritun, birting og vardveisla gagna eigi ad fara fram, asamt pvi
ad skilgreina framleidsluferlio a skjolum hja peim sem nyta sér rafraenar pinglysingar. Lausnin uppfyllir
eins og fyrr greinir krofur reglugerdarinnar og nytir Gtgefna stadla sem virka fyrir PDF skjol (PaDES) og XML
(XaDES) skeyti.

Til hagshota fyrir hagsmunaadila, hefur krofulysing verid samin/honnud med pad ad markmidi ad Gtfeera
gerd, undirritun og vardveislu skjala sem munu berast til pinglysingar.

T|lgangur krofulysinga er tvipaettur:
Ad svara eftirspurn eftir leidbeiningum um hvernig eigi ad Gtbla gogn til innsendingar i rafraena
pinglysingu, b.e. hvada stadla eigi ad mida vid i peim efnum.

Ad UtbUa stadla sem tryggja ad gogn uppfylli krofur til vardveislu og oryggis sem sett (0g askilja
hverju sinni.

Lausnir og stadlar eru settir fram a ensku par sem peir byggja a regluverki ESB. ba pykir enskan jafnframt
liklegri til ad tryggja ad taeknileg krofulysing tapist ekki. A sidari stigum ma sja fyrir sér ad islensk Utgafa
verdi Utbdin asamt pvi ad leidbeiningar og kynningarefni verdi adgengilegt a islensku.

Krofulysing pessi var unnid i samstarfi og samradi vid radgjafafyrirtaekid Nowina sem er vidurkenndur
radgjafi hja ESB i rafreenum undirritunum.

1.2 Utdrattur ar krofulysingu

1.2.1 Ferli rafraenna pinglysinga
Rafraenar pinglysingar munu flaeda i gegnum sama verkferli*, mikilvaegt er ad byggja upp teekniumhverfi
fyrir ferlid og tryggja pannig oryggi og gadi.


https://www.althingi.is/lagasafn/pdf/151a/i32014R0910.pdf
https://www.althingi.is/lagasafn/pdf/151a/i32014R0910.pdf

Adilar sem koma ad pinglysingu eru:

Undirritari/malsadili (e. signer)
Skradur i viokomandi skjali sem pinglysingarbeidandi mun leggja fram til skraningar

binglysingarbeidandi (e. Registration applicant)

Agdilar sem hafa heimild samkvaemt pinglysingalogum nr. 39/1978, til ad leggja fram pinglysa med
rafreenni feerslu. Utbyr skjal til undirritunar malsadila. Sendir undirritad skjal til syslumanns til
skraningar

Syslumadur (e. District commissioner)
pinglysir og/eda framkvaemir vidbotar eftirlit & undirritudu skjali eftir ad pad hefur verid sampykkt
af pinglysingarkerfinu

Hér ma sja flaedirit rafreenna pinglysinga:

pinglysingabeidandi Gthyr XML og PDF og sendir til pinglysingar, XML parf ad vera innsiglad af
binglysingarbeidanda og PDF undirritad af malsadila. | bodi verdur pjonusta til ad profa inntak XML fyrir
hverja tegund faerslu. binglysingabeidandi sendir inn undirritad PDF til rafreenna pinglysinga, kerfid metur
hvort beidnin fari i sjalfvirka pinglysingu, handvirka medferd eda er fravisad.

Nei
Skritar undie POF mad
dlsadil shritar Inntryggsbis og innsighadu
gk AL skjak, Skjakd s 6l
ol i

*aflysingar og skilmalabreytingar vegna Covid-19 eru undantekningar a verkferli

1.2.2 Utfaersla & XML og PDF
pinglysingarbeidandi parf ad Gtbda skjol til rafreennar pinglysingar. Haegt er ad skra tvenns konar skjol,
annars vegar XML skjol og hins vegar PDF/A-3 skol.

Eftirfarandi skilyrdi gilda um skjol sem send eru til pinglysingar:

Innihald XML parf ad uppfylla krofur hverrar vefpjonustu fyrir rafraenar pinglysingar (skilgreint i
swagger)

binglysingarbeidandi innsiglar XML med .cer skilriki (t.d. Gtgefid af Audkenni)

Umfang hvers XML innsiglis skal vera XML skjalid i heild sinni



e begar XML-eydubladid er innsiglad, skuldbindur pinglysingarbeidandi sig til ad hafa safnad og
stadfest gognin sem notud eru til ad fylla Gt pinglysingarbeidnina i samraemi vid reglugerd nr.
360/2019, um rafraenar pinglysingu, med aorédnum breytingum

e PDF er tbGid samkvaemt PDF/A-3 og nytir eigindi ar XML og stadlad snidmat fra
pbinglysingarbeidanda

e XML skal vera vidhengt i PDF skjalid (embedded)

e Innihald PDF skjals ma ekki stangast a vid innihald XML

e PDF skal vera undirritad i heild sinni med fullgildri rafraenni undirritun

e begar fleiri en ein undirritun eru a sama skjali, skal ekki baeta vid gognum i skjal milli hverrar
undirritunar

e XML innsigli og PDF undirskriftir skulu adeins tengjast einu skjali sem berst til pinglysingar med
rafreenni faerslu

1.2.3 Krofur til rafreenna undirritana

Pinglysingarbeidandi sér um ad fa undirritanir fra ollum malsadilum adur en skjol eru send til pinglysingar.
Pinglysingarbeidandi getur nytt sér undirritunar pjonustu vid framkvamd undirritana, en
binglysingarbeidandi ber abyrgd a ad undirritanir uppfylli skilyrdi rafreenna undirritana.

Skilyrdi a undirskriftir ma skipta i fimm hluta:
e Loglegsnidmat
e Formsatridi
e  Skilyrdi timastimpla
e Audkenni undirritara/malsadila
e Vardveisla og langlifi

XAdES og PAdES undirritanir skulu uppfylla krofur um haproud rafraen innsigli eins og skilgreint er i logum
um rafraena audkenningu og traustpjonustu fyrir rafraen vidskipti, nr. 55/2019

Formsatridi undirritunar:

Lagt er til ad pinglysingarbeidandi GtbGi PDF pannig ad “pad sem pl sérd er pad sem pi skrifar undir” (e.
What you see is what you sign). Syna skal skyrt og sjonraent hvada upplysingar verda skradar, petta felur i
sér ad birta paer upplysingar sem eru til stadar i innfellda innbyggda XML forminu, syna skal med skyrum
haetti hvada skuldbindingu, framsal eda afsal réttinda eda eigna undirritun feluri ser.

1.2.4 Stadfesting og vardveisla

Pinglysingarbeidandi skal ekki stadfesta undirritun adur en skjal er sent til pinglysingar med rafraenni
faerslu (adeins nota PAJES-B-T). binglysingarbeidandi skal ekki bla til PAAES-B-LT eda PAJES-B-LTA
undirskriftir eda styrkja undirskrift ad pvi marki adur en skjol eru send til pinglysingar med rafraenni
feerslu. betta er til ad koma i veg fyrir ad afturkollunarefni sem gefid er Gt fyrir stofnun undirskriftar verdi
baett vid undirskrift.

binglysingarbeidandi ber abyrgd a vardveita undirskriftir til lengri tima. Vardveisla undirskrifta skal fara
fram a videigandi formi til ad tryggja areidanleika undirskriftar yfir langan tima. binglysingarbeidendur
skulu ekki reida sig a vettvang syslumanns til ad vardveita undirskriftir.



2. Introduction

2.1 Business or Application Domain

2.1.1 Scope and boundaries of signature policy

The present document describes the technical specifications that electronic signatures in electronic
registrations submitted to the National Registry of Iceland shall meet in order to be accepted as
technically valid by the national electronic registration signature validation process.

Other requirements bearing on electronic registration not specific to the signature itself are out of scope
of the present document.

The document currently addresses only signatures created in the context of electronic registrations made
to the District Commissioners of Iceland and in the specific use case of web services used by automatic
processes by domestic creditors and real estate brokers who submit registrations to the District
Commissioners of Iceland. Documents issued by citizens, public and private organizations (e.g. banks or
the government), or other parties in possession of an Icelandic National registry ID. Any signature created
outside of this context are out of scope of the present document. In this context, signers are expected to
be in possession of signing means provided by the Icelandic qualified trust service provider “Audkenni”.
More use cases are expected to be added in the future.

Finally, the present document also describes technical specifications for electronic seals created on XML
forms that are submitted to the Registration System for verification of business content, however no
validation of such seals is currently foreseen, and those specifications are provided as guidelines.

2.1.2 Domain of applications
Not applicable.

2.1.3 Transaction context
Not applicable.

2.2 Document and policy names, identification and conformance rules

2.2.1 Signature policy document and signature policy name
The name of the present signature policy is: “District Commissioner registration platform (DCRP) technical
signature policy”.

2.2.2 Signature policy document and signature policy identifier
The reference for this signature policy is “DCRP_TECH_SIG_POL_v1.0".



2.2.3 Conformance rules
Not applicable: this document is structured as per ETSI TS 119 172-1 (https:/ /www.etsi.org/standards) , the

reader is advised to refer to that document for more information about the content of each section.

2.2.4 Distribution points

The latest version of the present signature policy will be available at the URL: https://island.is/rafraenar-
thinglysingar

2.3 Signature policy document administration

2.3.1 Signature policy authority
Digital Iceland is the authority responsible for the present technical signature policy:

Digital Iceland, Ministry of finance and economic affairs
Arnarhvoli vid Lindargotu, 101 Reykjavik, Iceland

Phone: (+354) 545 9200

2.3.2 Contact person
Questions pertaining to the present signature policy can be addressed to Digital Iceland via:

- The email address island@island.is; or
- The contact form available at the URL: https://island.is/stafraent-island/hafa-samband

2.3.3 Approval procedures

Any modification made to this document is formally approved by the Steering committee for DCRP during
a meeting or through email exchanges. Approved updates to the signature policy currently in force are
communicated and published prior to this new policy becoming applicable. An amended signature policy
shall not take effect earlier than 30 days after publication

2.4 Definitions and Acronyms

2.4.1 Definitions
e Electronic signature: data in electronic form which is attached to or logically associated with other
data in electronic form and which is used by the signatory to sign.
e Advanced electronic signature: electronic signature which is
o uniquely linked to the signatory;
o capable of identifying the signatory;
o s created using electronic signature creation data that the signatory can, with a high level
of confidence, use under his sole control; and
o linked to the data signed therewith in such a way that any subsequent change in the data
is detectable.
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Qualified electronic signature: advanced electronic signature that is created by a qualified
electronic signature creation device, and which is based on a qualified certificate for electronic
signatures.
Electronic seal: data in electronic form, which is attached to or logically associated with other data
in electronic form to ensure the latter's origin and integrity;
Advanced electronic seal: electronic seal which is

o uniquely linked to the creator of the seal;

o capable of identifying the creator of the seal;

o s created using electronic seal creation data that the signatory can, with a high level of

confidence, use under his sole control; and
o linked to the data sealed therewith in such a way that any subsequent change in the data
is detectable.

Qualified electronic seal: advanced electronic seal that is created by a qualified electronic seal
creation device, and which is based on a qualified certificate for electronic seal.
Signatory: natural person who creates an electronic signature.
Creator of seal: legal person who creates an electronic seal.
Signer: Signatory or creator of seal.
Electronic signature creation device: configured software or hardware used to create an electronic
signature.
Qualified electronic signature creation device: electronic signature creation device that has been
certified as meeting the appropriates requirements laid down in the elDAS Regulation by a
certification body notified to the European Commission, and that has been published by the
European Commission in the list of certified qualified electronic signature creation devices.
Electronic signature creation data: unique data which is used by the signatory to create an
electronic signature.
Electronic seal creation device: configured software or hardware used to create an electronic seal.
Qualified electronic seal creation device: electronic seal creation device that has been certified
as meeting the appropriates requirements laid down in the elDAS Regulation by a certification body
notified to the European Commission, and that has been published by the European Commission
in the list of certified qualified electronic seal creation devices.
Electronic seal creation data: unique data which is used by the creator of seal to create an
electronic seal.
Signature augmentation: process of incorporating to a digital signature information aiming to
maintain the validity of that signature over the long term.
Signature validation: process of verifying and confirming that a digital signature is technically valid.
Conformity assessment body: a body defined in elDAS Art. 3(18).
District commissioner: as defined in Act no. 50/2014 about power of execution and administration
for the government in Icelandic’s districts (i. Log nr. 50/2014 um framkvamdarvald og stjornsyslu
rikisins i héradi). The law describes the nine Commissioner’s offices around Iceland and their legal
power within each district.
Registers Iceland: as defined in Act no. 70/2018 about registers Iceland (i. Log nr. 70/2018 um
bjodskra Islands).
National electronic registration signature validation service: the validation service provided by
the DCR platform as part of its Registration System.
Validation service: a signature and/or seal validation service as described in act no. 55/2019, on
electronic identification and trusted service for electronic transactions (i. Log um rafraena
audkenningu og traustpjonustu fyrir rafraen vidskipti, nr. 55/2019).
DCR platform: as defined in Registration act, no. 39/1978, with later amendments (i. bPinglysingalog
nr. 39/1978) and regulation no. 360/2019 on electronic registration (i. Reglugerd nr. 360/2019 um
rafranar pinglysingar).
Registration System: The technical IT system that provides assertions on the technical and/or
business validity of the electronic registration submitted on the DCR platform.

1



2.4.2 Acronyms

RI
NERSVS
SCSP

DCR

Registers Iceland
National electronic registration signature validation service
Signature Creation Service Provider

District Commissioner Registration

12



3. Signature application practices
statements

3.1 Requirements for the Signature Creation Application
The recommended set of policy and security requirements that the SCSP should meet is specified in the
standard [ETSI TS 119 431-2].

3.2 Requirements for the Driving Application
The recommended set of policy and security requirements that the Driving Application (e.g. the web
banking application contacting the SCSP) should meet is specified in the standard [ETSI TS 119 101].

13



4. Business Scoping Parameters

4.1 BSPs mainly related to the concerned application/business
process

4.1.1 BSP (a): Workflow (sequencing and timing) of signatures

This signature policy takes place in a workflow where 3 actors are concerned:

The signer(s), who issues an “
which will be submitted for registration by the registration applicant;

NOTE 1: Signers are expected to be in possession of signing means provided by the Icelandic

qualified trust service provider “Audkenni”.

The registration applicant, who submits the agreement signed by the signer to the Registration
System;

The district commissioners, who register and/or perform additional checks on the submitted signed
agreement when it has been accepted by the Registration System of the DCR platform.

In this workflow, two types of signed/sealed documents are addressed by this signature policy:

A sealed XML form; and
A signed PDF.

The workflow is the following:

The registration applicant receives an XML form completed by its client.

The registration applicant seals and then timestamps the XML form.

The registration applicant submits the sealed XML to the Registration System for validation of the
business payload.

NOTE 2: The Registration System does not perform seal validation.

The Registration System provides to the registration applicant an indication of whether XML form
complies with the appropriate business requirements.

If the Registration System provided an indication that the XML form does indeed comply with those
requirements, the registration applicant requests to its client to sign a PDF with the sealed XML
form embedded in that PDF.

The client signs the PDF. Multiple signers can be concerned.

The registration applicant timestamps the signed PDF each time a signature is created, shortly after
the signature creation.

The registration applicant submits to the Registration System the signed document for registration.

The Registration System provides to the registration applicant an indication of whether the PDF
signature(s) was/were created according to the present policy, in the form of a validation report.
If the DCR platform concludes that the signature(s) does/do not comply with the present policy, the
registration is rejected.

The signature is later augmented by the district commissioner to ensure long term preservation.
Multiple augmentations can occur.

14



NOTE 3: As stated in “BSP (j): Longevity and resilience to change”, registration applicants are also
expected to preserve the signatures of the signed documents.

Skrifar undir PDF med
Faer PDF skjal til

. innbyggdu innsi ] i
” undirritunar yggm formi IRESTES) ALY Sty

Urnseekjandi / Mlsadil

PDF skjal smidad

Smidar XML skial med innihaldi XML Nei Ja
! S R 0g Stodludu snidmati Skréir timastimpil & i
byggt & nidurstodu XML er innsiglad 9 skjal skammu eftir U_nd@erﬁ '
ferlis gagnvart og feer £ a8 skrifad er undir maetir naverandi
vidskiptavin timastimpil stadlum

binghjsingarbeisandi

XML maetir
Bllum stédlum og
krfum

/v-\ ATH ekki er
"a""f"ﬂf“i";"r\’:f . o Kannad hvort PDF Sendir stadfestingu
innsigli T o [ AL A Feer undirskrifad skial tl undirskriftir voru sem gefur til kynna
Anh skjal meetir 6llum I ES3EAT LT 735 skraningar stofnadar samkveemt hvort undirskriftir maeti
stéalum og kréfum AL ORI niverandi stalum niverandi stéalum
Pbinglysingarkerfi vegna vidskiptalokik stodlum og krofum

(Sjé kafla 2: "Langlifi og seigla til breytinga")

i. l Vardveitir allar undirskriftir til ad tryggja langlifi peirra

syslumadur

When CRLs are used for retrieving revocation data, signature augmentation shall not occur before 24h
have passed since signature creation.

Signature augmentation shall be made in compliance with section “BSP (j): Longevity and resilience to
change”.

4.1.2 BSP (b): Data to be signed
As described in the workflow, only two types of data can be signed/sealed:

- XML documents; and
- PDF/A-3 documents.

PDF documents shall include embedded sealed XML but shall not include any dynamic content.
The scope of each PDF signatures shall be the full document, including the embedded sealed XML.
The scope of the XML seals shall be the full XML document.

When multiple signatures are created on a PDF document, there shall not be any additional data added
between each signature creation.

NOTE 1: This mitigates the risk of PDF shadow attacks.

NOTE 2: This means, in particular, that if a PDF document contains N signatures and M revisions with the
earliest signatures appearing in revision number K < M, then each PDF revision starting from revision K up
until revision K+N contains a signature with scope the full document.

4.1.3 BSP (c): The relationship between signed data and signatures
XML seals and PDF signatures shall only bear on one data object.
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XML seals shall be created in one of the XAdES baseline formats, complying with [ETSI EN 319 132-1].

XAdES signature shall be enveloped, using the void string (") to reference the root element of the signed
data object. This mitigates the risk of wrapping attacks.

The PDF signatures shall be created in one of the PAdES baseline formats, complying with [ETSI TS 319 142-
1

NOTE: PAdES signatures cannot be detached nor enveloping.

4.1.4 BSP (d): Targeted community

The targeted community are the entities allowed by national law to submit electronic registration
according to Registration act, no. 39/1978, with later amendments (i. binglysingalog nr. 39/1978) as well as
the district commissioners.

4.1.5 BSP (e): Allocation of responsibility for signature validation and augmentation
Not applicable.

NOTE: Validation of electronic signatures are expected to be performed by the DCR during preservation
processes. No responsibility is allocated to other parties.

4.2 BSPs mainly influenced by the legal/regulatory provisions
associated to the concerned application/business process

4.2.1 BSP (f): Legal type of the signatures

The XAdES signatures shall meet the requirements for advanced electronic seals as defined in the [eIDAS
Regulation] and implemented in Act no. 55/2019 about electronic identification and trusted service for
electronic transactions (i. Log um rafraena audkenningu og traustpjonustu fyrir rafraen vidskipti, nr.
55/2019).

The PAdES signatures shall meet the requirements for qualified electronic signatures as defined in the
[eIDAS Regulation] and implemented in Act no. 55/2019 about electronic identification and trusted service
for electronic transactions (i. LOg um rafraena audkenningu og traustpjonustu fyrir rafraen vidskipti, nr.
55/2019).

NOTE: The requirements laid down by the present signature policy aim, among other, to ensure that upon
creation signatures that comply to the present signature policy can be determined as technically suitable
for meeting those elDAS requirements under the applicability rules specified in [ETSI TS 119 172-4].

4.2.2 BSP (g): Commitment assumed by the signer

The XML form contains data that has been gathered and verified by the registration application. Due
diligence is expected from the registration application, and consequently: When sealing the XML form,
registration applicants commit to having gathered and verified the data used to fill the XML form in
compliance with Regulation no. 360/2019, on electronic registration, with later amendments (i. Reglugerd
nr.360/2019 um rafraenar pinglysingar, med aordnum breytingum).

When signing the PDF document, signers acknowledge having duly read and approved its content,
subsequently being bound by it. The commitment-type-indication attribute defined in ETSI EN 319 122-1
clause 5.2.3 (whose presence is conditioned according to ETSI EN 319 142-1 clause 6.3) shall be present, and
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shall indicate the commitment type “Proof of approval” identified by the OID 1.2.840.113549.1.9.16.6.5 as
defined in ETSI TS 119 172-1 Annex B.

4.2.3 BSP (h): Level of assurance on timing evidences
All signed/sealed documents shall be timestamped by the registration applicant each time a
signature/seal is created, no longer than 30 seconds after the creation of that signature/seal.

NOTE 1: This means that PDF documents submitted for electronic registration must be submitted in PAdES-
B-T format.

NOTE 2: On currently existing compatible signing platforms, signatures created by signing means provided
by the Icelandic qualified trust service provider “Audkenni” are always created with a signature timestamp.

All timestamps used shall meet the requirements of qualified electronic timestamps, as defined in the
eIDAS Regulation and implemented in Act no. 55/2019 about electronic identification and trusted service
for electronic transactions (i. LOg um rafraena audkenningu og traustpjonustu fyrir rafraen vidskipti, nr.
55/2019).

4.2.4 BSP (i): Formalities of signing
For PDF signatures, prior to signing, signers shall be presented with:
- A What You See Is What You Sign environment that, in particular:
o Clearly and visually displays what information will be registered,;
NOTE: This implies displaying the information present in the embedded XML form, as this
XML form is the machine-processable information that will be registered by the District

Commissioners.
o Allows the signer to clearly and visually identify which information he has provided, and
which information has been added by the registration applicant;
- Aclear indication of which content they are committing to;
- Which kind of commitment they are assuming when signing;

Signers shall only be able to sign when there is a high degree of assurance they have read the entire
content they are committing to upon signing.

For XML seals, the registration applicant shall:

- Verify using appropriate means that the XML form submitted for sealing reflects the information
submitted by the client, soon to be signer of the PDF.

425 BSP (j): Longevity and resilience to change
No validation material issued prior to signature/seal creation time shall be added to a signature/seal or
be kept/used in a preservation/augmentation process.

Registration applicants should preserve the signatures of the signed documents they submitted for
registration. Registration applicants shall not rely on the DCR platform for the preservation of signatures.

Preservation of signatures shall be done in a suitable form, appropriate to ensure trustworthiness of the
signature over long period of times.

NOTE 1: Examples of appropriate forms are, among others, recurrent signature augmentations to -LTA level
locally, or submission to a QTSP offering a qualified preservation service for qualified electronic
signatures.
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Registration applicants shall not create PAdES-B-LT or PAJES-B-LTA signatures, or augment a signature to
that level prior to submitting a document for electronic registration.

NOTE 2: This is to ensure that no revocation material issued prior to signature creation time will be added
to a signature. In most cases documents are submitted for electronic registration shortly after signature
creation.

Registration applicants shall not create XAdES-B-LT or XAdES-B-LTA signatures, or augment a signature to
that level, prior to submitting an XML document for validation.

4.2.6 BSP (k): Archival
Registration applicants shall not rely on the DCR platform for archiving the submitted documents and
shall perform their own archiving process.

When archiving submitted documents, registration applicants should also archive the validation report
issued by the NERSVS.

4.3 BSPs mainly related to the actors involved in
creating/augmenting/validating signatures

4.3.1 BSP (l): Identity (and roles/attributes) of the signers

No requirements on the identity of the signers are specified in the present document. Such identity
attributes are nevertheless present in the business payload of the XML form. Future version of the present
document may add identity requirements.

Registration applicant may add identity attributes in the PDF signatures provided it reflects exactly the
identity attributes present in the business payload of the embedded XML form.

4.3.2 BSP (m): Level of assurance required for the authentication of the signer
The identity of the signers of PDF signatures shall be ensured by means of a qualified certificate for
electronic signature.

The identity of the legal entity creating the XML seal should be ensured by means of a qualified certificate
for electronic seal. If compliance to the present policy is claimed by the XML seal, the identity of the legal
entity creating the XML seal shall be ensured by means of a qualified certificate for electronic seal.

4.3.3 BSP (n): Signature creation devices
PDF signatures created on files that are to be submitted for registration shall be created by means of a
qualified signature creation device.

NOTE: Seals are not accepted for electronic registrations.

XML seals should be created by means of a qualified seal creation device. If compliance to the present
policy is claimed by the XML seal, this seal shall be created by means of a qualified seal creation device.
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4.4 Other BSPs

4.4.1 BSP (0): Other information to be associated with the signature
Signatures and seals created under the present policy shall reference the present policy using the OID
defined in clause “ Signature policy document and signature policy identifier” in:
- For XAdES seals, the signaturePolicyIdentifier element described in [ETSI EN 319 132-1]
clause 5.2.9 of the signedSignatureProperties container described in clause 4.3.4 of the same
document.

- For PAJES signatures, the CAdES signature-policy-identifier attribute described in clause
5.2 of [ETSI EN 319 142-1].

For the ease of validation, XAdES and PAdES signatures/seals shall be created with the full chain of
certificates from the signing certificate up to the applicable trust anchor included within.

4.4.2 BSP (p): Cryptographic suites

Any signature/seal created under this policy shall use cryptographic algorithms and parameters compliant
with the latest version of [ETSI TS 119 312] at the time of creation of the signature/seal with the following
amendments:

- For legacy purpose, signatures/seals may be created with a signing certificate whose certificate
chain contains certificates that have been created with a signature value computed using a
signature algorithm relying on SHA-1.

- The SHA-1 algorithm is only accepted when it has been used to create the signature of X.509

certificates. It is not accepted when it has been used to create the signature of the signed PDF/XML
document.

NOTE: Most QTSPs do not create certificates with the SHA-1 algorithm anymore. Still, there may exist
already-issued certificates with SHA-1.

The time stated by the timestamps required as timing evidence in clause “BSP (h): Level of assurance on
timing evidences” will be the time of reference used for the determination of the suitability of the
cryptographic algorithms and parameters used for creating and, when applicable, augmenting the
signatures/seals.

4.4.3 BSP (q): Technological environment
Generation of signatures using remote signing technologies may be supported by implementers of the
present signature policy.
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5. Requirements / statements on
technical mechanisms and standards
implementation

5.1 Technical counterparts of BSPs - Statement summary
Not applicable.

5.2 Input and output constraints for signature creation, augmentation
and validation procedures

5.2.1 Input constraints to be used when generating, augmenting and/or validating signatures in the
context of the identified signature policy
Signature generation and augmentation shall comply with the procedures described in [ETSI EN 319 102-1].

When validating PDF signatures, the rules described in [ETSI TS 119 172-4] shall be followed.

NOTE: When multiple signatures are created on a PDF document, validation of each previous PDF signature
might be used prior to the creation of any additional signature as a control for ensuring compliance with
the requirements described in clause “BSP (b): Data to be signed”.

5.2.2 Output constraints to be used when validating signatures in the context of the identified signature
policy
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6. Other business and legal matters

See Annex A5 of [ETSI TS 119 172-1]
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7. Compliance audit and other
assessments

See Annex A.6 of [ETSI TS 119 172-1]. Whether should perform an audit, etc.
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